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Annual 54.2009(e) CPNI Certification fir 2016 covering the prior calendar yar 2015
1 Date filed: February 19 , 2016
2. Name of company covered by this certification: ContactfCommunications, Inc.
3 Form 499 Filer ID: 824214
4, Wame of signatory: Miteh Benson
5 Tithe of elgnatory: President
6. Certification:

I, Mitch Benson, certify 1het 1 am an officer of Contact municatdone, Inc.
{"Compamy™ end, acting &= an agent of the Company, that 1 have personal knowledpe that the
Company has established operating precedures, as summarized in the attached statement, that are

sdequata to ensurc compliance with the customer proprictary otk infarmation {“CPNI™)
Tules as st forth in Part &4, Subpart U of the Commiszsian’ 5 rubds, 47 C.F.R. 54 64.2001 o 5eq.

Attached to this certification iz an accompanying stabement expiining how the
Company's procedures ensure that it i3 in complisnce with the r&qulremml;s [1m:lud.mg those
mandating the adoptlan of CPNI procedures, training, recordkeéping, and supervisory review)
sct farth In saction 64.2001 ef seq. of the Commisslon's rules.

The Compeny has not received any customer complainty in the past calendar vear
concerning umeuthorized release of CPNL. Company does not have any material information
with respect to the processes pretoxters are pslng to xitempt to accesa CPNI that 15 not already a
part of the record in the Commission’s CC Dacket No. %6=113. Il:-umpan}r hay therefore not taken
any actions in the past y=ar agrinst dap brokers, including proceedings instituted or petlians
filed by the company at either statz commissions, the court sysléan of at the Commission.

I hershy represent and warrant that the above certification is consistent with Section 1.17
of the Commission™s rules, 47 CF R § 1.17, which requincs fist wnid securate statements 1o
the Commission, and acknowledge that Bl statements and mmmmmltahmtn the
Commiztian are punishable under Tifle 18 of the 1.5, Code and may subjoct the Compatty to
enforcement actions.

Comtact unications, Ihe.
Executed Febwoary f7 2016




CONITACT

Customer Proprietary Network Information Compllance

Pollcy: Wemuﬂmqnmﬁrauﬂmﬂtamﬂnmﬁ?merpﬁurmm
mmmmnmmﬂmmﬂmm:pmmsmmm

Paolicies and Procedures

Definitions

WyoPhone — The Company's voice servica offered 1o the public for a price or fes, The
service consiats of bath basic local and long-distance caling senvices and additional
adunct-io-basic sorvicas as determined by tha cugtomers) uaing Intemet Protocol over
broaghand connections.

CPNI - Customar Proprietary Network Information

CaN Deisf Indorrelion - Anything associated with telephone calling history inchding
tajlaphone numbera dialed, langth of calls, or any othar usage information.

Primary Password - Tha primary password |s the password found in tha Ganeral teb of
the customer's Platypus account, and is to be formed duripg inilial customer account
creation mrmmmmmmmqummmmm
of any materda! portion of the WycPhone cushomer's , family names, account
number, talephone number, streat addresa, zip code, soclal sacurity number, date of
birth, or other biclogical ar sccount information. Primary Passwords wil? also not conaist
of words aasly-Quessod etrings of charactars, such as consaculive or rapeated dighs.

Address of Record - The primaty e-mall address found In the General tab of the
cugtomer's Platypus account or the Physical addrass found in the customer™s Platypus
account.

Account Information — EBxamples include blographical Information, pimary account
pasaword a/k/a primary password, credit casd and bank information, address detail,
contact Informaticn, imice and payment history, account balanca, acoeunt number,
and WyoPhong Service spocs.

Emploves Tyaining

Al amployees must ba trained an CPM Policy and Procedures bafors any contact with
WyoPhone customens @@ allowed. Emhmumlnmmidmtwwmmdmm
of CPNI or other act or omission not in compliance with such policles will result in
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discipinary action, inchading the termination of empioyment where appropriats, And {ii)
employaes who knowingly facilitate the unauthorized disclosure of a cusiomars

gonfidantial mformation may be subject 1o criminal penakisa. The Company requires
that sach employes sign a siatement once baining has been complated that vesihias the
employee undersiands the polkies and procedures.

Use, Disclosyre and Acceas to CPH

Ve may use, disclose, or permi access to CPN) only in aur provision of tha WyaPhans
sarnvice from which such information is dorvad; furm\rimmmym, ar used in, the
provision of such WyoPhone sarvice, including the af directories; to initiate,
render, bl and collact for WyoPhona services; 1o protect tha rights or property of the
compary, or to pmﬁﬂmrﬂnﬂummurn&nrmnhsum providers from
fraudulent, abusive or unlawiul use of, or subscription to, such services; to provide
inside wiring installaion, mainkenance, or repair services: |as required by kaw; or as
sxprassly authorized by the cusiomer.

Wo may not usa, discloze or parmit access to GPNI 1o ideniify or track cusiomers that
call compaling service providers.

Whan we receive or obtaln proprietary Information from anothar cariar for purposes of
providing a lelecommunications sarvice, wa rrﬂjruaiamﬁirlunnuﬁun only for such
purposa, and may not use such information for our own marketing effonts.

Markciing Praclices

Wa may, without cugtomear approval, use customer proprietary network information
{Gml}hmmintnanheabhmﬂrhmuaqmw:wﬂmhwwﬁmu
local talephone customers, Bxamplas of thasa senvices include, but ara not Emibsd o,
spooad dialing, call forwarding, caller id, and call blocking. | Any marketing effort %o
WhyoPhone customers using CPNI must be approved by the President of the company
and In accordance with Subpart U of Part 64, of Titke 47 of the Code of Fedearal

Roeguiations.
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Teleghone-initinted Custemer Contact

At tha baginning of the call, determina ¥ 1he customear |a customer. If the
customner ia not & WyoPhone customer, please procesd as with all cther intamet
Service customens.

i the cusiomer i & WyoPhone customer, then please ask for the customer's primary
password before discuasing mwnumuntiﬂmmnﬂmurmll detall information. We must
use the mwmﬁ,mummmwuﬂmmm We recommend the

appropriats phrasa of *For securlly pUposss, can you please ol me your primary
passwing

account l
Once the cusiomer has piven the cormect password, the cu hashaanpu'upuw
authenticated ard you may discuss the entire account

Ilf the caller cannot provide the paseword, then you may using one of the
following methods:
1. Send the password & the primary e-mail ad of rapard on the acoount.
We may not 18l the callar which e-mail addresswa are sending the passwond
io.

2. Call he customer back at the pimary Wyo telephone numbar. i the
cusicmear answers, you may discuss the entire account. if the customer doesg.
not answer, you can leave ths password on thajwoica mail.

3. Ask tha cusiomer what information thay ana trying ta obiain, and send that
informadion to the cuskmer using the Addrass of Becand, ¥ that addmss has
been on file with the company for at least thirty (30) days.. You may alsa
communicate the information o the customer’'s WyoPhona voice mail.

Once you have authenticated the cusiomer, the cusiomer|is free to make changes to
their account. Some changas may ganerata a writlan or a-mall notica to the customer
vartiying that cartain lields have been changad.

Any changas 1o a customer's account information must | nolas or a tickat of e
customer naquest and any action taken in response to request

Mote: When transfening any WyoPhone custamer o andthar depariment, you must
mwmrmmhrihﬂﬁhmmﬁmhmb&mmm

Note for Business WyoPhone Customers: Authentication proceduras are not as

detalled herein. Employees am o traat Businass WyoPhone cusicmers just as they do
standard Business cusiomearns of Wyoming.cam intemet ar Wah sarvices, -
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ln-Peraon Contact
Daterming H tha custamer is a WyoPhone cusiormer. 1 the customer Is not a WyoPhona
customer, please proceed as with all other Intamet Sarvice customers.

i tha customer ks a WyoPhone customer, then please askfor the customer i present a
valid, non-expired govemment-issuad photo idantification. | Drivar's icansa and pasaport
will be the most common ancepteble lorms of idemification. The addrass and name on

the id must match the customer’s accaunt information.

Any changas kv a cusiomer's account information must notes o a ficke! of the
customear requast and any aclion takan in responss mequest

Mot for Business WyoPhona Customera: Authentication procedures are not as
. getailad harein. Employees are i freat Businesa WyoPhdna customers just as thay do
standard Business customers of Wyoming.com Inlemet onWeb services,

On-ine Accegs

Tha Company allows WyoPhona customere to access GPM via onfing tools. The
WyoPhone cuskomar i required 1o enter thelr Primary Password prior o olptaining arry
account Information. The customer's primary password must adhare o tha definition as
detailad within thase CPN! Policles and Procadures. If thd custorner is unathe o
accass CPNI onkine, then the custamer is directad to contact the Company via
wlephone, and al policies and procedurss cutlined under Talephons-iniisied Cousiomer
Conlact are o be followead.

Notification of Accqumnt Changes

We mus! immediately nolily a customer whenever a password, back-Up password, or
address of record ia crested of changed. This is not required at the time of service
initiation. Notification may be by wicemail 1o the WyoPhone telephone number of
record or by mall 1o the address of record and must not reveal the changed information
or ba gent 1o the new account infomation.

Custouer Complaints or Braachay

All customer Inquiries regarding wauthorized access or unawthorized changes to an
account must be forwarded & the Department Supervisor/Manager. The Department
SupervisorManager muat report the specifics of the complaint to the Direcior of Public
Policy. The Director of Public Folicy is obligated to comply with the Nofificaion
procedures outlined below.
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' - i | SHECAE L

'We must nolify lew enforcement of any breaches of our cusiomers’ CPNL. A "breach”
hex3 occurmed when a parsom, without euthorization o ing authortzation, haa
intentionally gained access 1o, used, or disciosed CPNL. Wa carmot notify our
customeans) or disclose the breach publcly untl we have completad tha process of law
smforcament notification as detailad hanain:

1. As s00m as practicable, and no later than savan days, after reazonable
determination of the breach, we must alectronically nofify the US Sacret Sarvice and
FBI through the central seporting lacility. The FCC link to the reporting facikty &
hittoc/Awww Sec. powfebycpni.

A) Wa cannot notify the customens) or disclosa to the(public until seven full
businass days (not counting a business day on which the natice was provided)
have passad after notification 1o the US Sacret and FBI except as
pravida in B or o

B) Hwe believe that there ia “an extracrdinarly urgantjneed” to notify any affected
customer(s) sooner than alowed under A in ardar 1o avold Immediate and
imeparable hamn, we must indicate this In our notification and may proceed to
immeadiately notiy the affectad customer(s) only after consultation with the
relevant investigating agency. We must cooparate the relevant investigating
agency's request io minimize any advarse effects lwmm“mmllhnﬂmt

C) W the relavant investigating agency determinas public discicsure or notica o
customans) would impade or compromise an or polential criminal
immstigation or national sacurty, such agancy direct 2 not i discloza of
nodify for Initiat pariod of up to thily days. Such patied may be axtended by the
agency in the judgment of the agency. If such i given, tha agency shall
notify us when it appears that the nofice o r{s) will no longer impede or
compromise a cimina! Invesiigation or rational tity. The agancy will provide
any Instructions or judgments in writing & us and siich wriings shall be logged
on the same reporting facility that coniaing records of notifications fled by all
Camers.

2, Aftar we have notified low enforcement, as dedallad In 1 above, we must notify the
cusioman{a) of a breach of thair CPML

3. We mmtmalrtahammrdnfanyhmmhandmﬂlwmd,mﬂihﬂnmuf
breachas mads to law enforcameant and cusiomers. ﬂurlmmnmmmuatmni
discovery and notifications, a detailed descriplion and circumstances of any breach.
Aecords must ba kapt for a minimum of o years.

4. The FCC's rulea raquire caniera on an ongaing basia 1o "take reasonable measures
o discover and profect against activity that is Indicative of|pratexting”. Accordingty. ¥
we detarming that an unauthortzed person Is attempling to gain acceas to CPNI but
doas not sucteed at dolng 2o, or I we become aware of new mathaods that are being
used or could be used by third parties o attennpt to abtainiunautharized access i
CPNI, or of passible changas & our axdsting policias that would strengthen protection of
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CPMNI, we will neview the mﬂmhmmmwhuﬂurﬁmmpmﬂhhmum
andfor supplament or revise these policies.

licies
The Company maintains a record, hrapuhddaihnatwywnrimlnitud
circumstances in which CPNI ia disclosed or provided ta third parties, or where third
parties ware aflowed access jo CPNI; of supervisory review of marketing that proposes
o use CPNI or to request customer approval o use ord CPNI; ita zales and
marksting campaigns that usa its customens’ CPNI, Ind a deacription of aach
nampa@.ﬁmupmﬂhﬂPHlﬂuimuﬂhﬂummﬂhpmmw
sarvices affered as a part of the campaign; and mconds assocmabted with customers’
approval or non-approval i use CPNI, uﬂdnnhﬁ:aﬂm#mﬂnmpﬂutnw
solicitation for customer approval of tha cusiomer s right 1o restrict usa of, disclosura of,
and access 1o that cusiomer's CPNI.

The Comparty maintains a record of al customer complaints related to &s handing of
CPNI, and records of Company's handiing of such camplaints, for at least two years.

The Director of Public Policy will assurs at all complaints ara reviewed and that wo

consider ary necessary changes to our policiss oe practices to address the concems
raleed by such complaints.

Tha Company will have an authorized coporate officar a complance cerificate an
an annual hasis stating that the officer has personal tat we have
maﬂhhdnmmhupmﬂmm“admmhmwmphmuﬂmﬂu
FCOC's CPNI ndea. The certiicate for sach year wil be with the FCC Enforcament
Buresau In EB Docket No. 06-38 by March: 1 of the subsegbent year, and will ba

pmiadhyammawurmpynfmhpulb;ﬂutmqﬂalmhmmmnpmﬁ
npmnmupfmﬁumaﬂwuhhmmplmmﬁuﬂrsﬂm nds. in
addition, the filing must include an explanation of any actions takan against data brokers
and a summary of al customer complaints recahmd in the [past yeer conceming the
unauthorized miease of CPNY. Any confidantial portiona of these submisaons shall be
redacted from the public version of the filing and provided only to the FCC.
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